Ysgol Trelawnyd VA School
Electronic Communication

And e-Safety

Acceptable Use Policy

Trelawnyd VA has followed LEA Guidelines in the creation of this policy. Along with Flintshire Education Authority, we believe that the educational benefits of using electronic communications far outweigh the possible risks and that good planning and management will ensure appropriate and effective pupil and staff use.

· Our Electronic Communications and e-safety Acceptable Use Policy has been written by the school, building on guidance from the LEA. It has been agreed by the senior management and approved by governors and the PTA.
· The Electronic Communications and e-safety Acceptable Use Policy will be reviewed annually by the ICT subject leader

Created March 2023
Approved:

Signed:
Why is use of electronic communication important?

· The purpose of Internet use in school is to help raise educational standards, to promote pupil achievement, to support the professional work of staff and to enhance the school's management information and business administration systems.

· Internet use is part of the statutory curriculum and
·  is an important part of many lessons. It is an entitlement for pupils based on responsible use.

· Pupils use the Internet widely outside school and will need to learn how to evaluate information obtained from there. They also need to learn how  to take care of their own safety and security - in line with the Health, Safety and Child protection requirements in the Curriculum (2008)

· 
· 
What are the benefits to the school?

· Access to world-wide educational resources including museums and art galleries; 

· Access to experts in many fields for pupils and staff;
· Professional development for staff through access to national developments, educational materials and effective curriculum practice,

· Collaboration across support services and professional associations

· Improved access to technical support including remote management of networks and automatic system updates;

· Exchange of curriculum and administration data with the LEA and the Welsh Assembly Government,

· Access to learning wherever and whenever convenient.

How will the risks be assessed? 

· The use of a computer system without permission or for a purpose not agreed by the school may constitute a criminal offence under the Data Protection Act 1998 or Computer Misuse Act 1990.

· Use of electronic communication is permitted outside of working hours subject to the Council Security Policy for Schools.

· In common with other media such as magazines, books and video, some material available via electronic communication and the Internet in particular is unsuitable for pupils. The Council has invested in technology to check electronic content. However, it is not possible to check automatically the content of electronic messages for every word or phrase that might be considered unsuitable.

· The school will supervise pupils and take all reasonable precautions to ensure that users access only appropriate material. However, due to the international scale and linked nature of information available via the Internet, it is not possible to guarantee that particular types of material will never appear on a screen.

· Neither the school nor Flintshire County Council can accept liability for the material accessed, or any consequences thereof.

· Staff, parents and governors will work with education officers to establish and maintain procedures so that every reasonable measure is being taken to ensure acceptable use.

· The Head teacher will ensure that the policy is implemented effectively.

· Should examples of unacceptable use arise these will be communicated immediately, electronically or in writing, to the ICT Adviser so that appropriate steps can be taken to prevent future occurrences of such use.

· 
· 
How will Internet access be authorised

· In Foundation Phase
· , access to the Internet will be by teacher or adult demonstration. Pupils will access teacher-approved web based materials.

· At Key Stage 2, following a suitable introduction to the code of conduct for responsible use of the Internet, pupils will access teacher-approved web based materials before being given supervised access as part of the scheme of work to support their learning.

· Teachers will monitor and control access by pupils via a shared / personal (HWB) identity and password.

· Use of social networking sites such as Facebook will not be permitted.

· Responsible and safe use of electronic communication, covering both school and home use, will be taught as part of the PSE Programme for years 2-6 and through the Digital Competence Framework from Nursery onwards. 

· 
· Parents will be informed that pupils will be provided with supervised access to electronic communication where it will enhance their education.

· Parents will be asked to sign and return a permission form for use of electronic communication.

How will the security of the school lCT system be maintained? 

· All Internet connections will be achieved via Flintshire's Wide Area Network, which provides a service designed for pupil and staff use.

· 
· Security strategies will be discussed with the LEA and will take account of Flintshire County Council policies, guidelines from the cluster ICT Technician and the relevant legal framework.

· 
· Virus protection will be installed, updated regularly and used in accordance with agreed security procedures.

· Portable media such as encrypted memory keys may be used by staff with permission.

· Unapproved system utilities and executable files will not be allowed in pupils’ work areas or attached to e-mail.

· Files held on the school's network will be regularly checked.
How will the school ensure use of electronic communication provides effective learning? 

· Pupils will be taught what Internet use is acceptable and what is not and given clear objectives for Internet use in line with the statutory requirements within the Health, Safety and Child Protection element of the Programmes of Study for ICT 2008 and following the Digital Competence Framework.
· Internet access will be planned to enrich and extend learning activities.

· Staff will guide pupils in on-line activities that will support the learning outcomes planned for the pupils. 

· Pupils will be educated in the effective use of the Internet in research, including the skills of knowledge location, retrieval and evaluation.

· Pupils will be educated in taking responsibility for Internet access

· Pupils using the Internet will be supervised appropriately.

· 
How will Email be managed?

· All use of email will be fully supervised by adults.

· Pupils may send email as part of planned lessons through their individual HWB accounts. They are not able to search for email addresses.

· E-mail messages on school business will only be transmitted from a school email address - not an individual email address.

How will videoconferencing be managed? 

· At present, the school is not involved in video conferencing or the use of web cams. If the opportunity arises, this policy will be updated accordingly.

· However, recorded material on video and on digital camera taken as part of pupil activity / observation will be stored securely.

How will emerging technologies be managed? 

· Emerging technologies will be examined for educational benefit and a risk assessment will be carried out before use in school is allowed.

· 
How will file transfer be managed?

· 
· File transfer will only be carried out by staff.

· All files downloaded will be appropriate to educational use or technical needs and both licensing and copyright requirements will be met.

· All files downloaded will only be used if they are found to be free from viruses.

· All files uploaded will be suitable for their intended purpose and free from viruses.

School Web Site and Virtual Learning Environment 

· The point of contact on the website will be the school address, telephone number and email address.

· No personal information or individual email addresses will be published.

· Only pupils with parental authorisation will be shown in photographs.

· Group photographs will not have a name list attached. 

How will the school ensure Internet access is appropriate and safe?

· Screens used by pupils will be in public view to staff and pupils in the same group.

· Staff will check that the sites selected for pupil use are appropriate to the age and maturity of pupils.

· The school will work with the LEA and relevant officers of Flintshire County Council to ensure systems to protect pupils are reviewed and improved.

· A range of fully tested approved sites will be made available for pupil use. However, this list cannot be exhaustive and pupils will be made aware of the existence of inappropriate material and what to do in case of encountering it inadvertently.
How will complaints be handled? 

· Responsibility for handling incidents will lie with the Head teacher.

· If staff or pupils discover unsuitable sites, the URL (address) and content will be reported to the ICT Technician who will prevent access to any site considered unsuitable

· Any complaint about staff misuse must be referred to the Head teacher

How will staff, pupils and parents be kept informed?

· The Code of Conduct for Internet access is available in all areas where there are computer systems.

· All staff including teachers, supply staff, classroom assistants and support staff, will be made aware of the Electronic Communication Acceptable Use Policy and its importance explained.

· Parents' attention will be drawn to the Policy via school communications.

How will remote access to school systems be used?

· Remote access to school computers and managed network will be given only to appropriate staff from the ICT Department and Corporate IT.



